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Direct-connect storage, FC SAN, and NAS are the top 3

Use of Technologies for Storage Connectivity: 2012 vs. 2010

which of the following technologies are used for storage connectivity at your organization?
Il 2012 2010

Direct-connected storage
e v
92%

Fibre Channel SAN

Y 7 5
76%

NFS NAS
B [w
60%

L

iSC51 SAN

N 3
59%

CIF5 NAS

Y 50
46%

FCoE (Fibre Channel over Ethernet) SAN
B Eigd
38%

Mote: Percentages reflect a response of "widely used™ or " limited wse” R3TOL1L 0407
Base: 241 respondents in October 2011 and 337 in Awpust 20010 at organizations with data center convergenoe plans
Data: InformationWeek Data Center Convergenoe Survey of business technology professionals
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SANPRBHFN TAERIZ

N_ Port F_Port F Port N _Port

C—

FLOGIZRHXFCID

FLOG! (Fabric Login)

PL<OGI (Port Login) vt 213z i 1Y) H BIAF-fiiNPort I 2 57 7% £ (initiate-target)
Nport & il 55 #% B AT-fifh 55 28 Uiy 19 0% FCID: fil & Domain ID, & TR, P NPortfIFC IDZ HEZER
FEFCI 45 1 ) 2 FC Switch3&5 M BL. FCIDHIEE/ER B2 BB R CEFCM 3
FportEFC MM iR &S 2 ali . R, BBl AZR, Rlpiibk
fi S8 2 0 17 R 1 FSPF: FCIM 4% Fl Fabric Shortest Path Firsti#£47FC IDF{ -4k ]
EPort & FCAZ #i Al . Bk WWN: 5 s AN 2 e — ), WWNFIE SN T SR Al e 4

#ii], 7Ezone X 7
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FCOEERAB G

EEEE '\ @ FCoEgH
FC Fabricki4g§ FCOE 7%

SA z;ﬁ% 'f’| [1' B [RSZEEIT10GRE M -RIZAZIFCoERIEM.
3 B FCOERHEANIILAR W SFIFCUSZHITR TR,
B EIFIPINY , B3R SER A AIFCoERY#IEA
1% . SEFCIDFIMACHELE,

FCOEZZHEA .

FIPH
@ FCOERIGHNATN

fpssae B YIEES © FCOERZHRMN AT LASZ#FFCoE , FCHEFmO,
RIS FC LI
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©® H4EFCoE?

B FC over Ethernet, X T EBEZEMEITTFIEREIL
KK (CEE) £, \NTmFERRLE ML,

Ethernet

<+ FC i

© BEMEIE S

B REB[EECNABSKH K, HDMNREHE  BFEIDFE

B FCoEARSWZFCEMIEN , SMAEFCEMIRMETE
BiE , SLIXIFC SANBIIR B IRIF ;

B AERBERTHRELSECHETRER, ANMSINTEHIE
FiOHrE (DCB) |, tHAREEERIAKM ( CEE) .

4
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FCOE—FCoER3ZH&R

Ethernet

FCoE

FC

Type=FCoE_Type(8906h)

© FCoERMI&T(

DA SA | VLAN Ethernet Payload FCS
PAAEL @ 125 MACHELE +4=775VLAN tag
Type | VER |SOF FC Frame EOF
FCoEsL : 16=75(Ether-Type 16bit, VER 4bit, SOF 8bit)
EOF : 1595+ 3515 TRER A
D_ID| S_ID |SEQ_ID| SCSICommand and data CRC

FCk : 24575

FC payload : KXF2112=F75

B DA : ERIMAC , BiEAT—HFCFEIMAC , ‘BiENIFEEMAC,
B SA : JEMAC , IE—BFCFIIMACERZ&IHEMAC,
B VLAN : FIPifYHEE VLANELFCOoEHREVLAN,

B Type : LIRS, BUEHBI06hAT , XIRATEFCOEIRS. 8914%IRiFCIPIRSZ

W FCS : LUKMiEs,

B VERFEAE

B SOF:-FratnE

B EOF455irE

B D_ID : BRYFCIDiEL,
B S_ID : JRFCIDitBhE,

B SEQ_ID : SequenceE,

© 2012 IBM Corporation
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FCoE—FCIP#M¥

FCF
Discovery

FLOGI/F
DISC

FC
Command

4 Enode FCoE Switch
Initiator FCF
VLAN \ VLAN
Discover Di
y -— iscovery

. Protocol
w Discovery (FIP)

~————p. FLOGI/FDIS
C Accept

T~ i FCoE

Command

/ Responses Protocol

S FCoE
Cffmy e
\6%,‘, Initialization
FCF

J

*FIP (FCoE Initialization Protocol) :
AT VMG A+
FIPiz 4T T VEPort f1VNPortZ [a] BX VEPort 2 [f]

FIPTERZ ¥ B8 J5 — Ll T =14

1. f#FHAHVLIAN (ZIVLANL) Bl FCoEEHE TR L
W E A% F FJVLAN ID.

2. FIFCFE: % E

3. FLOGI/FDISC (Discover Fabric Service
Parameters, FCTI 58420 — IR A FCZ LV MG
SKFC IDEJ 8 FHFLOGI, & TH B 224 5 K HAthFC ID
i #B 45 FH FDISC)

© 2012 IBM Corporation
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FCF(Fibre Channel Forwarder)

FCOEAZ # ML 1Y) 2§ 4514 -
FCoE Switch

[ FoF |

Ethernet Bridge

Eth Eth Eth Eth Eth Eth Eth Eth
port port port port port port port port

FCF (Fibre Channel Forwarder) j&FCoE HL [ B B M8, A DA EE O s, &2 5 H
Domain ID, AbFEFCoEZZ ML A SFCAHRI LAE, ThRESRISANTZHeAl0S, nddEiRE ENFLOGIE,
FANFCFERH H T IMAC,Enode MACHL &2 FHFCF /3 BL i FF B ME—1%, TY{FPMA (Fabric Provided MAC
Address) FPMAM EL45r 40, FC-MAPSFCID

FCF/>EFC IDZ5Enode

MRYRFCIDSCRFAMEL K, 2 51H5HFSPF, Domain ID

© 2012 IBM Corporation
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FCoE—FCoExz#4], : FCF ( FC Forwarder )
I e e = [ = =W

Ethernet

ii Network
j 10G Ethernet
I 2/4/8G FC
Ips%ee . JOTTTE [ PR ‘
‘o ANZZIEH], FC Target
FC Port—F i’ort, E (ISL) Port -
' ThERES
FC Traffic
© FCFIOgENA © FCFEYLER=
= IJ__—I . :I:_ i S ab —\—2
™ FCF ( FC Forwarder ) FCE?&%% n {jE/\\\ . ﬁh'ﬁﬁ?}ﬁFCW?ﬁRﬂ% ’ Hbﬂzgﬂﬁ_ﬂmo
FRTREFCFI10G =
m I SRUFIPEANRSS , FHEFTEFabricRIRIANS (BIR%S ) , RSCN ( FiF » E———
B §e  ZPRTFdomain IDEIERAE |, PREIT RZEZHIAE,

ISEZEIBAN ) |, FSPF ( FCRAEEZEEAR ) | zoning (DX ),
B BRH  BIFCIDETER | SHFAMEA.
A : IRAFCOE/IYRMINGE (FIP) |, FHRfitFabrichRSS.
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FCoE—FCoExz#a4]], : FSB ( FIP Snooping Bridge )

== i ©® FSBIEL E
/g/ 2 - m  FSB ( FIP Snooping Bridge ) FIP¥SIf5
B EEE  ASSFIPEFENY , BRIFFIPER |, FHKIERITHESE
A HEH HISERRAOIR | HBEZ e,

B ERHE . BYMAGHTER,
m {FA @ 1RMH10GE FCOERRGRNFTIHITIAKIELE.

FLOGI — A
/FDISC A~ R
a8
© FSBRYLERS

B i BREER , ETMACKER , WES.

(ENode ) fRs528 —
B GR  RASRSTAR | (VSHEFCORMRT | FEESEESFCRIBEN | M

[ HERR A - BHE4EER ( FCOERULLK ) ] SourceZ|TargetiYfFERELREIFCF | REMSR.
=< .
FC FCOE

© 2012 IBM Corporation
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FSB (FIP Snooping Bridge)- & Zh¥s i a5 i

* FIP Snooping Bridge
* Snoops FIP messages (VLAN Disc, FCF Disc and FLOGI)
e Secure host-FCF path with dynamic ACL

SA=MAC2, DA=FCF_MAC, Type=FCoE_Type, permit;
SA = {FCFs}, deny;

DA = ALL_FCF_MAC s, Type = FIP_Type, permit;

DA = {FCFs}, Type = FIP_Type, permit;

Type = FIP_Type, deny;

Serverl FCoCEE VNIC  IMAC1 Type = FCoE_Type, deny; .
CNA ‘ SApre = FC-MAP, deny; = for FPMA fabric
Any non-FCoE related ACEs.
VHBA MAC2

FSB(Lossless \
Enet Bridge) | FCF MAC

© 2012 IBM Corporation
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FCoE—FCoEzxZ#a4/l : NPIV Gateway

IRZS
h— OG at:fway Ethernet Traffic — — ST,
o) - s = = = — W
VF Port -

CNA B Ethernet
E Network
B 10G Ethernet
- 2/4/86G FC

FC Traffic
FC Target
m\
C g P , ,
FC Port — NP Port t\—)\f)/
FhEES

= FCoE NPIV Gateway
— fREEENODE™T £iFC logini& =K, MSANZ#HL3kHUFCID4ENODE
— Provides NP Port functionality to connect to FC SAN
- A& HHdomain-id
— AFEFESLIFCF, AMEMFABRICIRS, AHEFCH K, AiTEFSPF
— {ECNAM-RHMFC SwitchZ [A1 %% A& B3R i U AT FCoE Sk 1 B AL AR A

© 2012 IBM Corporation
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NPV Gateway

Enode NPV FC FC Switch

—>
FLOGI

N Accept

FLOGI

VLAN
Discovery

VLAN
Discovery

—>

P ——

Default VLAN; ALL-FCF-MACs

FCF
Discovery

—>

—

Solicitations/ Advertisement;

FCF
Discovery

FLOGI and FDISC

—

Send FDISC to FCF

FDISC
Accept

—

J—

Relay FC DISC via FIP

.

ﬁ

FIP

(FCoE
Initialization
Protocol)

v

FC Command I

FC Command
FCoE / FC Response

Encap/Decap

—>

P —
.

FCoE
Protocol

© 2012 IBM Corporation
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FCOE-CNA

CNA (Converged Network Adapter)

10GbE/FCoE

ll"’lli”ll"lll LT

FC

|
il = Hamnnnan

N

g
o
®
o

lummu

LU

HAR

=

B

PCle Bus

(T

2= EMULEX

XX

QLOGIC

FC Driver
bound to FC
HBA PCI
address

Ethernet Driver
bound to Ethernet
NIC PCI address

Fibre Channel

Ethernet
Drivers

Operating System

JiJEEthernetMFC HBA (Host Bus Adapter) M-RIFJEAR, HEALE AN PIRALE AL BEEthernet FTFCE H 1

=1
VILEE

FEBRME 250 R RIS MO K Ethernet lIFC 28 432 1, H E IS INZE = MO it frinER &30

SO

© 2012 IBM Corporation
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At Rl 5 ] 2% P IR P 45 DA K Y

—_— Loss-Less
Ethernet

FCoE Sto ray

iISCSI Storage 5

Array T

Gateway

o 2 ~>
Fibre Channel
Gateway _

NFS/CIFS NAS
FC Arrays

19 This educational material is intended for your use in selling. It is NOT a deliverable for your clients. © 2012 1BM Corporation



[Jom]|
i
i
IIn
||||
[In
@

/
<

System Networking

DCB—LAKIARITTE

EHIUK (EHRFC 1858 LA K R
m FAEERE  BETFTCPHREGERE m AEEH ETFERTRE m EEES  FIBLUKPauset]l
AR B a8 O 6T B AR AY BB_CreditfNi%Z ik | | # , FSEFCHREIMAZE
miE. + EE_CreditRUREMEEHI (X e ENTETFPFCETSHEZER R
®m Pause#ll : LAMER/A , 8 LSS, SR EREE EWEES , MEFINBNIHE
ZPausellii®E & i LLRIX, HHTERT RENRE). i EEH AN,

RS ERIERESERNAEE | (SHMFCET CredithEIRIBE , THEARMUARAQLHHEHRNT

“‘BAMA" , BISIADCBERA , SGHEAKME ERGERAE , AFCoERSIVSSIRIt TEMRERIE.

© 2012 IBM Corporation
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DCB—PFC(Priority Flow Control)802.1gbb

Ethernet 0/1 Ethernet 0/2 Ethernet 0/1 Ethernet 0/2

EFBAT BT ETFRAT AT e RS 3%
I I I ﬁ @ L=
: pause : pause pause °IPCﬂ%}EI

N——
Ethernet 0/1 T Ethernet 0/2 Ethernet 0/1 e Ethernet 0/2 w'_‘
~——

FCOERZHEAL FCOESZHEAL hERES

@ PFCUSSRE QO ERRE

m R EFEIRITRY , TS E X AR SRIMLAR  FF

59 7 [ 0 Ml 5238 22 T BA B ) (. B jEE LAKPausetldl , EREMERN , X3
B ETFWSMHER (0~7) NEEES  BIEE ZEVEATEEERERSS,

ERERENAEZWEMISNERLENELR.

© 2012 IBM Corporation
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DCB—ETS(Enhanced Transmission Selection)802.1qaz

BARTRE

Ist s L 2nd s » 3 s

3 Gbps 4 Gbps 6 Gbps

@ ETSWERE

B RERKIRITE , MEEXARWL SN
%, HAFREANOYSRERAESRFIS SR

B NFRESNIPCUSZSREMERBE , 33
SAN,LANRERBREE.

10GEHERRETSILLIGRYTRE

1t s v 2 s r 3 s

IPC

ﬂ- POl ~
3 Gbp N
: 4 Gbps 5Gbps

@ @4&CN, PFC&}_WEJ

B RASEE. BEERWSHIMIPC,SAN , 8 HRIR S5
ERHIBAFIIHE , BIIPFCEHCNE T EREREREED.

B YT, EEAMENLANYS , F#fTRE, B
TCP/IP{RIUENM B EE.

© 2012 IBM Corporation
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DCB—CN(Congestion Notification)

#HZES
IRTI st

ARSSERA

ARS3RRC

Ethernet 0/1 Ethernet 0/2
FCOEAZHH, FRAEpEs

FCOEAZIAN
ARS5=RC

O CNEMEFEERISS

m SCHRE  REREN  NBEEIPEXRESI ARBENRNET S |,
BEERFETRAKEREZEN  HERERER.
B CNER  EEREwHSIKAENERET R EIEE®RERR NS RIER.

© 2012 IBM Corporation
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DCBX (IEEE 802.1Qaz)
* Data Centre Bridging eXchange — DCBX

 Negotiates PFC and ETS at every connection in the data path, an extension of the

established LLDP protocol

 DCBX determines which 802.1p priorities are to be made lossless by applying PFC, and
negotiates bandwidth guarantees for each priority group using ETS

«—\

DCBX: Priority 3 PFC, 50%

a

Ethernet

- —

N

© 2012 IBM Corporation
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IBM FCoE /= i

FSB
EN4093R
G8124E
G8264

FCF
G8264CS

NPV
G8264CS
CN4093

CNAM-F

— FCoE Multihop
— CEE support

Figure 1. IBM System Networking RackSwitch G8124E

| issnInand RIS mmtm b at 0 ax ) as b i) an b ax i

— FCoE Multihop

— FC SAN

— Direct attach FCoE storage
— CEE support

System x MTM: 7309-DRX, 7309-DFX

P S MTM: 1455-64F
Key Features ki

+ 12 Omni Ports — 10GbE or 4/8Gb Fibre Channel
+ 36 10GbE ports; 4 40GbE ports

+ Business flexibility

Emulex CNA

— FCoE and ISCSI(FOD)
— CEE(PFC ETS CN)

— Virtual fabric
—Bandwidth allocation

© 2012 IBM Corporation
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Rack level FCoE Aggregation to upstream FCoE switch splitting to FC SAN

FCF3z#4l IBM, Brocade or Cisco SAN
. N
i
™G8264CS i '

|
=

IBM G8124E TOR

Fibre Channel
CEE/FCoE

System x Rack

Emulex VFATI / III
Qlogic 8200 PCle

IBM RackSwitch G8124E

DS3K
DS5K
DS8K

XV
Tape

Adapter NIC Config FCoE Switch SAN Switch Storage Target OS levels

G8124E G8264CS Cisco SAN

Brocade SAN

Emulex VFA II/lIl (Adapter + pNIC
FOD Key) VvNIC2
49Y7950 + 49Y4274

49Y7940 + 49Y4274

95Y3751 (Included)

90Y6456 + 90Y5178

95Y3762 + 95Y3760

88Y7429 + 95Y3760

Qlogic 8200 PCle pNIC
(Adapter + FOD Key) VvNIC2
90Y4600 + 00Y5624

G8124E G8264CS Cisco SAN

Brocade SAN

FC: Storwize
V3700/7V000, SVC,

DS3K/5K, DS8K, Tape,

XV

FC: Storwize
\V3700/7V000, SVC,

DS3K/5K, DS8K, Tape,

XV

Win2008, WS2012,

ESX 4/5, RHEL 5/6,

SLES 10/11

Win2008, WS2012,

ESX 4/5, RHEL 5/6,

SLES 10/11

FC Disk Controller

SvC/ V7000

© 2012 IBM Corporation
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NPV Gateway in Rack to Upstream FC SAN

Emulex VFA Il/lll (Adapter +
FOD Key)

49Y7950 + 49Y4274
49Y7940 + 49Y4274
95Y3751 (Included)
90Y6456 + 90Y5178
95Y3762 + 95Y3760
88Y6454 + 95Y3760

Qlogic 8200 PCle
(Adapter + FOD Key)
90Y4600 + 00Y5624

g
i
i
i
i
b
o
i

pNIC
vNIC2

pNIC
vNIC2

G8264CS

System x Rack
Emulex VFAII / III
Qlogic 8200 PCle

NIC Config FCoE Switch SAN Switch Storage Target OS levels

G8264CS

G8264CS

oL e o ey W M| T

o= R e e o ¢
o I R e

IBM, Brocade or Cisco SAN

Fibre Channel
CEE/FCoE

Cisco SAN
Brocade SAN

Cisco SAN
Brocade SAN

FC: Storwize V3700/V7000, SVC,
DS3K/5K, DS8K, Tape, XIV

FC: Storwize V3700/7V000, SVC,
DS3K/5K, DS8K, Tape, XIV

Win2008, WS2012, ESX 4/5,
RHEL 5/6, SLES 10/11

Win2008, WS2012, ESX 4/5,
RHEL 5/6, SLES 10/11

DS3K
DS5K
DS8K

XV
Tape

FC Disk Controller

SvVC/ V7000

© 2012 IBM Corporation
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IBM End-to-End FCoE Configuration

CEE/FCoE

IBM G8264 TOR

FsBx#:1 I

G8264CS FCoE Storage
SVC
V3700 / V7000

System x Rack
Emulex VFAIL / I
IBM RackSwitch G8264

NIC Config FCoE Switch SAN Switch Storage Target OS levels

Emulex VFA 1l/Ill (Adapter + pNIC G8264 G8264CS None FCoE: Storwize V7K, WS2012, ESX 5,
FOD Key) VNIC1 V3700, SVC RHEL 6, SLES 11
49Y7950 + 49Y4274 VNIC2

49Y7940 + 49Y4274
95Y3751 (Included)
90Y6456 + 90Y5178
95Y3762 + 95Y3760
88Y6454 + 95Y3760
© 2012 IBM Corporation
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Flexsystem -- CN4093 in Full Fabric FC/FCoE Switch (End-to-End FCoE)

: : Ethernet Network
CN4093 in Full Fabric Mode Ex: G8264/G8316

Black line is FCOE
Green line is Ethernet LOM or CN4054 (pNIC,

VNIC mode)

Full Fabric FC/FCoE Switch
*Services Login Request FLOGIs
e Consumes a Domain ID

*Provides FC Function and Services
* Zoning, Name Server, RSCN (Registered State Change Notification)

*Forwarding based on FC Domain IDs
*FC/FCoE Encap/Decap (optional)

© 2012 IBM Corporation
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Flexsystem -- CN4093 in NPV Gateway

Key value:
« Acquisition costs Ext.  sssmmmmm|  CiSCO OF Brocade Ethernet Network
« Reduce number of director class SAN switch ports Storage SAN Ex. G8264/G8316
* Leverage existing external SAN infrastructure
Black line is FCOE
Red line is Fibre Channel
Green line is Ethernet
A
N
J
LOM & CN4054 4-port adapter CN4093 10Gb Switch Cisco SAN Storwise V7K, FC: SVC, Win2008, ESX 4/5, RHEL 5/6,

(BE3) pNIC and vNIC modes NPIV mode Brocade SAN DS3K/5K, DS8K, Tape, XIV SLES 10/11

© 2012 IBM Corporation
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BAFEREAIFCoEH M

ZRZ2DCB ( F#JHPFC/ETS/DCBXZEH A )

REFCoEFHWSHNERMLTER  RIEEME R
Fabric A Fabric B BRFEVSHEER

p -y .

B SITFIPEMIS R RYEFIP SnoopinglER 1B
BwIAEERAFIHEEFEEX

Ethernet
40GE trunk

Tagged
with FCoE ylan

SAN —
-' St
=== | FSB Storage RS E
DCB: = = m FSBSFCFEEEtrunkiER , HERRIAA S HERE
PFC/ETS/DCBX PEXS FCoEN S5 RIR I
— EELAAHEER B FSBEAERFMHEIONFEAINRIT  REHFE
FCoE4%ER T EEANEAREBOTORIK M, ( FSB)
Server E-node  Foum SR NDREMFabricEE J

© 2012 IBM Corporation
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SRS 7o =AY RIS [

l ! INERL : AR
I:P)IC::Cl?/:ETS/ DCBX

B TORXZ#FFCoE/FCEMOFIDCBLEERLAKM
B FEAREETOREBE D REISANEFMEM L

:/ I/FCF .
&
yPas

SAN \ A A1
S FC e NERD : U RS

Ethernet

40GE trunk

N/,

\—/ \-—/

g @ \ == Sz

= B TOR/#% &Rz 5FCoE/FCEOMDCBLE
PFC/ETS/DCBX .
— EELAKHERE @,U\jzzz — —
Server FCOE&HR: B FERAEEZODARBISANZE ML
E-node FChtRe

© 2012 IBM Corporation
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pagiTER Wil

= FCOERX

FCF

S AN,
JANSS

® VMESTORZUTH | VMEURARIFCOEMXAE TN, , EBFE
fift (Re-FILOGI) , FCIDH#EHUFERER | 7L SSIEL, | AlSSlT

S TUFCoERKERE T2

FFabricNEEREFEIFIRE.

7
/
/7
i - FabricR{EERTE :
FCF L¢ 5 FCF |~J)2 EFTERH
PN LS | REZARER

SEPIFCoEMKERE SR

B VMETORHYTH : i TG , FCOEMESHENE , &t
( Re-FILOGI ) , {REBFCIDitbiE , FabricRITEEE , 1Zfigl
SRR 2,
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FSB, NPV and Full Fabric FC/FCoE Switch

- NPV Gateway Full Fabric FC/FCOE Switch

FCoE End Device V' (F) v (F)
Connectivity
FC Connectivity v (NP) and (NP- V (F)*
F)*

FCoE/FC Gateway \ ¥
(Encap/Decap)
Security v \ v

(FIP ACL) (FIP ACL) (FIP ACL, Zoning)
Zoning v
S_FCID/D_FCID Routing v

* == Not available in Nov. 2012
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FCoE Network Layering and FCoE Frame

|
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O ratimg Systenns ) Applicati

\
I
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J

FCoE

gnpe
i

SCEST Layer

]

w | [

O S

E

)
)
m Based on FC Model

i ‘-.--.--..--..--.--I.‘

L L R R R R R R R R R R R R R R R R R LR R N .

i ~
[ | = ] Eth=rmeaet : J IE J
.I. .
1, =, & B, 16 1, Lo, S0, LO... Ghkps - 1@, 20, 40 EShps
_— e ~_ -
Ethemst Frame, Ethertype = FCoE=830Eh
'l_| Same as a physical FC frame
- -
J o = = 3
EE i (4, &
- ] Ea E' | FC Payload |g E E
£ 2

No FC Frame Fragmentation; Jumbo frames

=
Comtrol imformmation: wersion, ordered sets (SOF, EOF)

Source: IBM Redbooks
http://www.redbooks.ibm.com/redbooks/pdfs/sg247986.pdf

© 2012 IBM Corporation


http://www.redbooks.ibm.com/redbooks/pdfs/sg247986.pdf

